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Addressing the Insider Thrcnt’+:

Judi L.h G. IIochlmrg, K:lt.hlccn A. tJackson, J. F’. McClnry, lhm]lis D. sin~n~ollds
(’.omput.illg and (!nlllll]tlIlicnlioIls Divisiol]

l.osAli]nl~s Nntioll:ll I.~lmr:lt,ory
I,OS Alnmos, NPW M[~xico 87545

Abatmct

W-rmputcrs h:~v(’ come to ph-ry n mnjor rolo in the processing of il~forn)at ion vitnl to our I]il-
tiollnl s(wurit.y. As we grow mr,ro dependent, on computers, we nlso I)(IcGII)(! mor(” vulllt~ri~l)l~
to th(~ir )nisusr. Misuse mny 1)(! nccid(~ntnl. or nNI.y occur d(!lil)(~ri~t(~l~ for ])urposos” o!’ ~)(tr-
s(mnl gnin, (?si)ionng(?, L(!rrnrism, or rcvong(~. While it is (]iflicult, M oht.nin (~xi~~t st nt, ist,ics 011
computer misuse, clcnrly it, is growil)g. It is OISO cl(~ill thtit, insi(i(’rs -- nuthoriz(’(! syst,vnl
users -- nrc r(~sl)(msil)lu for most of this il~crcilsc. [Jl~fort,ul)nt.(~ly, t.h(qir illsid(~r stiltus Kiv(’s
th(’in i~ grtwtvr ~)ot.r:l~t,inl for hnrm,

This l)npor [ilk(’s :111i~s~itt-l]iis(~(l i~l)~)roil~h to th(I insid(ir tllr(~i~t. W(I l)(~gill I)Y ch:lrilct~lrizillg
III(! Illsi(l(!r [III(I th(t tl~r(lilt l)i)s{d I),v vilriousl~ nlot,iviit(}tl itlsi(l(~rs. N(IXI, W(I (:l~ilrii(:i(tri~() t II(I
uss(It. of collc(hrll: com~)uh’riz(vl ill formut,iol)” of strilt.(’gic or (woI)OIIllc” VIII U(I. W(I disc{: .s follr
~(’11(’rill Wilmy S ill which c(}lilll~,lt{ll.iz{’(1 ill fornlllt.ion” is vuln(~rd)l(i 1() il(l V(lrSIlr~ ill’ti(lll I)y thr ill-
si(l(’r: (Iisclosur(t, Violiltioll” Id’ illt(~grit,y, (I(hllinl d’ ~(,rvic(~, nn(l ulllluthoriz(d lIs(~ (d’ r{lslmrc(ls,
\3f(I th(~ll l(NIk ilt. throc ~(!l](~rill r(,m(t(li(~s for t,hcs(, villn~~rld)ilit i(!k. ‘1’h(h[irst. is fl)rlllillit~ of {tl)-
rriit ions. such il} t r~~il~il~g, ~)(lrs(ulll(’1 srr(’(’uing, III~d rollfigllrilt ion lllllllil~(*lil{ ll]t, ‘1’111,SIICOII(I
is l.ll(l il]st.itut ion of ilUlolll~lt.(J(l sllfvgunrds, such IIS sillgl(t Ils(* l~lisswor(ls, (ll]cryl}t.i(~ll, illl(l

l)i{,m(ktric (I{tvic(’s. The third i+ thI* (1(’v(~lo~)(lli’llt. (It’ ~~utr)n)llt(vl syst(~ms thlit CI)II(’VI ;II:(I :111:1
lyzII s.yst.[’m 1111(1user (Intn to Il)ok for si~ns of misuse,

1. Intmductim

‘i III :\l!Illl,,,, N: II II III:II I,lllhllll[lll$ l!> Illl(mllltl,ll tIY !~lII [llll\lll I,li V Ilt f ‘,1111111111.I !1)1 1111,lllll!l~ll !~l:lll,
l)ttl)illilll(.l)t III IOIII,lII:Y 1111,1,11,,,1111:,11 \V I. I(I!, IIIN( ; :11;. ‘1’111,.\v,,lh \VIIIi lIo Il(N 111,.,11111,101!lll,,lll(iL, I)!
1111.111111,,,1!;1,111... 11,-1):111111,,!11 ,,1 b:tl,. ,,:y

‘Tll!llll:ll 1111. 111111(1111},)1 !Illll I\,, 111,.1,1,,1,. 1111$111:111~1111 II JII, II 11111:1, Mill, 11:1’.!, 111,,,11 111,11,1 11,11),

,..l,ll,lll~j:,,. ..;lll ,11111:1,, 1111.11. 111111 11,11 !111,,111 :11,. 1,1, 11,,..,,1, !1,., ,,1,,.11 1,1 11, !111 ,,l~\i,!. 1111(1 \\l~ !1!, 11, !1 \\l.11
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III Illis 11:111(11”WI! l:Ik IS :111:15::IJI II: ISIIII :Il]l)ro:l(’11 II) Illsl[l(lr lllr~,lll ]!IIIII:III(.1, \\~l, l)ly:lll 1),.
I“II:II ”;I(’IIIII,II III! 11111II I!.l{ 1111”,1111,t IIrt,;ll 1111~41(1IIY v;lrI{jllslV IIIIjl IV:II I.11 II I!. II II Sr:;, :111(1tlI~. :I:;:d.1 III
1~11lIrIIIIII.l IVl ((.IIIIll~lllI,r171111 Illlilr’ llllltlllll) WI’ 1(1(’llllly I(lllr I:4,111JI;II W:lys Ill Wllll’11 I’1)lllllllll .!”
IY(,II Itll’(lrlll:lll{lll Is Vlll II II I: II III I I(I Il(lvl.r:;llry :11,111~11IIV 11111,111,11(IIi II I!N’111::111”1*,Vl(ll:lll(lll (11’Ill
It’l:rllj, 1111111111III’ st,rvl(x,, Illlil :III(IWIIII: lIll:lllll,llrl/,(,(1 :I(xoI.:;x. \\’1, :11::1)II II 1111Il~y tllr,,t, l: II 114,rIIl
l’1.llll .(11(!!,Ior Illll!ll. Vllllll .l’1ll)llllll. !l, ‘1-1111l-Ir:.l I+ /itr))tf[/i(\’ 11/ f)lh’r~llifltls
!;1111111,1!;(,r(,l.111111:.

, !+II(”II :1:4 11111111111:,1)( ’1”

111111(’111)l’1l:lll’ 1111011 1111111111({~1111.llt ‘1’1)11!<!~(’1)11[11,1Ill{. Ill!< llllltll}ll Ill’ (//;/1)

l)lfl/#Yl s(l/;’/!l/(l)(ls. ,:11(”11II!; :.II II! II! II:il’ llll!~S\Vol”{l!i, {,11~.rylll 1{11!,:111(111111111[.lrll.~lIIvI(,I,\: ‘l’lIl.
11):111l~i 111(1lll.vl,l(l~llll,’ !lt [ll”llfl/f)lll( l/l’(1 , tlfflvsis ,sv,klI’IfI,+ 111:11(’IIIIIv.I III](I :II)IIIY /11 1111111III lIIiIl~

Ill :1]111,,:111111!,.1.11 1,’111lllll\I .111(.1111., llll\vl, \l.1 , 1111, 11111,.11111111. 111,,11,11111 11:1. 111.1.11 11.,.11 111111111:1111111,

I,.ll\l, \v 11,1 111,. ..]11.1 1111 ~11,1,.1111 11~11 ,11,,,1 1!) p, ,1 \Y,,llllll,



for sigIls (II”u]islis[~. \VII C(IIICIUII(, wit,
L’OIIII):IIIIIK th(’ illsi(l(’r ~ll~(,iit.

2. The hsider

A ~ls(,r ivltl] ]I(,l),,rolls :+ySIIIIII I)rlvil(,l:l,s, Sll(”ll :I}i :1 s,Vs14’111111:111:11:~’r,1:: INISI IIl,slli(llll,{l I“IIJ
i’xl]loililll! ;1 (“(IlllllIItI,r :.}!il(,ltl. Ilowilv(tr, IIVI’1) 11)11I(IIISI ~)rivllly:ll(l Illsl(l(lr II:IS :111ll(lv:ltlt:l}!~,
(IYIIr III(I olllsllli.r III 111:111111{1111.sII(t I II:IVII I(I 11111:11(it]i(l 11111SVX14,111.AI I illsl(l(,rs V:II III. III ;III
I ,llsl(l I. I):lrly :111(1III:. ~)r(l~)t II:i Ily III (,11111111:11:I(,llvil,v is 1111111(.(.l,s::;lrlly (,(]ltllll(,ll!:llr;l[(, WI1]I
1115rllllh III lIfI:lllIIIIl, SIIl)lh)d I)l,rsolllll, I sII(I) ill; sll(’rtl:lrl,,s, (u)ll)l)lll{lr {Ill ILr:III) I:<, :111(114v’11111
rl:lll:., ll:lvI’ :III15H 1,) (v)l,l~)lll,,r ::):; II, IIIS :111(1I)r[jj:r:lllls ‘1’I1(IY I’:111lll’11111l)rovl(l~~ II,, I! I’111itlf[)r
111:1111)11:111{1(’:11111:1’.,I,v (l:llll:l~r~, tlII, :.} SIIIIII III 1111lMI~.II IIIIIS, I’4.:11III” 1)(,rl’1’lv{vl !;lll:llt!t ;1:. r!,
111,11.(1 III 1):1} IIr :.1,1111,, 11111(,ri.:111, (Il:;l:rlltl[lf.llli,lll 111:11(,;III 111:1)114.1111:11:11,1)1.1,:111111:11,1.:111
!,llllll(l} 1.4.Vllllll,l:ll)ll. 111I,wl)ltlll; lll(lll Ill ,111 1111151111. ll; lrl\

/\ll 111,,111($1 (,:111114,Illllllv:ll[. fl 10 111111111;1111111,;::11:11’111$ lll!lll l.\ l(llvllll l:\. (,11111111111111,.!,, 01 1,1:11

{111!. {’lllllrllllll :11’11111’,1111,. Nll( ’1’:), ~.lIll:l\ {11’Ill (,)11111111:111,)11

. MI)nt*y. Nl;lll, rl:ll 1::111)11;1,.1,1,11.;1:,,, I :1,! Ill!, 1111)lllllll\ ’1, 11~1”4“,1!11111;1]:1’ Ill Alll(’rll’:1, II :1:1
:Ilw:lw 111,1,111111,111:11111’lllllll\:lll.1 1’1)1.(.(11111)1111,1”(1111)1, ‘!’111.111.1111,1n); l\ .:l.l,k 111:11(~11:11
1::1111ll\ 11111111:Ill forlll:lllllll ,!ll)l’1. (11111:1(’{11111111!1.1’ ,:\,.11,111 Ill, lll:l\ lllllllll”\ ,1;11:1!1,,11 II 1111
111(, ‘~1’’tl’lll Ill I.11:)1)11.:1(,(1,,,:, 1,1 .,,, )l\,. ,!:III,:IIIII. 11!”()(1111’1(11 Ill:lll,li:ll, 1)1 Ill:l\ 4,\111(llt 1111,
,.\,.l (’1111“111!llll, (,1 Ill:ltl.11:11 :Illv:llll; ll:l.. 1,1! , ll\ 1,.,:11111::( 111~(,1,,.11)1111,1,1,11
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}:nvtmlm~,[lt llt”lll;l> -l~’ullll:ll.llll.~ ’(lj,lrlll:ly wl::l]l(l l)rill~s(lllli’ {”xril(’;ll~.llt lnt~lh;~ lif~~.
A: I il]sl(lrr> I’go ml~:ht l~md hlnl ti) .I[t:wk n ~}st~m Ii]r rtvl-(nls u[spitt. [w r{lw’il~,~ Ills
mi~y wllllt t[l sh{lw th.11 lw I+ ~murt I-m)ill:l] t!l l)t~;it th~l >ystmn

Ill l’>}lll}ll;ll!il;lL.llVll} ;l~:llllst ttll. [rlll[{.(l ~llll,,p ;lll(j(iri..ll I]rit;lil] w(. s{,i. :l>lll,+t llllti,llshll~
~111111i(lwlllq:} t(lw:lr(l ~r~vql ;III(I r(,\lq)~l. :IS Illriwtlvt+ I“l)r Insdt,r ;IIIUS{I. lIl{wlIII!y illspirtxl
IIlt. i’:ld)rdj:t. rl.rrllll~ III thl~ I!): IOSIII(I}III l!~7!)j, mId Ihtc lbl=i.lll)llr~:s ill th~. 1!)50- 11’illrll(.r
I! M71.:! Alllllltll:lltl~{,r~. ls(.rl[lt.llc(, ,1f/\lllt.rlc,llls li-:lklll): [.l.l-sllii.[I lllfi)rlll:lt itlll~ilr i[lt,(tlllj:ic,ll
r~,[t~llll~il{irll~.l~i]ll I!W4 24[11.surh r.ISIIS:Irl. thISI.NrIVItIIIII .11111:1111.111J;l.} I’llll:lrd. .111.lllil -
Iy>t Ii,rlhio AlltlTt.lr\.11+1 Alt,rt (’i,lllt.rd thr IN:ivnl lll~cls[ il:iltlvt- Si.r~lc[.. cI.111111111hIIs~}I(d
I;lr Isr:wl tiw NICSOIIII:IGII ttw~ilils. Nniic’ilwltl-s. thr I-r.11’lls[luwkly phi him [Ill thiI pllyrllll III
~:llllrillll!.ll Ills rI}lllllltll,fl r(mp{,r,lll{lll (1~1:1~.k I!)!ll 420 42;!]. nll[l ht. :Iu.tEl}ltvl Illrl:l.

.Illlllullls {11.1111111(’}lllld l“x~ll.llslw’ 1!10>. .Elllitl W:llk[,r, n NJW.Y w:lrr:llll [dllrtlr :111(1L.IIII]IIIUIII
I.:IIIIIIIs uIMscI.IIIsI whn -1111111fltr Ihr .Siw Ir15 I[}r ;11 lm-1 MI\isilltIiIII }1.;lr-. W:I= i.lltlri.1} II(.II
IitIuIir:IIIv mutiv:ii~.[1 IR:lrlv} I!)H.%. [d (;(II. A [Itv.lr(” III tllki’ rmlvuy (Ill iht~ (’IA Iiw II: IVIIII:
Iindhlm mdlv:llt.(1 Fhlw-:lnl l.tw ll,tw;lrd[Ww. l!WW1

:1. ‘NM’ ‘rhrmt

Tllrlllllll,[l Sl:ltl’_j:,l\i,rllllli,lll llils~llr lll,(.lilll,- Vl[,wi’[1[’i,illtlllllll>t Illllltmlr} i,%])lt,ll:l~:i~ :1- Ill{.
~lrlnlllr} Ihri..ll III r[jlnllllll.rlli,il ;ll~[,rmpl~lnl This ,Imllll:l-ls Il:ls Itwll:tvl 111,,=1I’lli,rl- 1111
I)rlni.llllll}! Inlilrm:lll[nl It,ilhiil:i., :llnltbl ilqclll~lllll: r,lll+l~li.rlll l,lil ,}1.,lll]i,rlllri.:lt-. olnltul-1}
:1 +111):.l:lll!l[ll il[llll-llllls.ll 1111111- 11{1-lllilll 1+ Ill Ilr[lvr. “1.1,1.Illrl.,11 1,1.11111.11:11x~tslll~:,t.+lli~t.l:tll}
I.rljm 11111~:,lsli~ril Illtw. 11:1+1111111111>111111.lhIIul!h 11111tll-lllli~,.mlr[.ll ’11 I- 1111..II1>111:11I“lllllr, III
II IuIL+ 1111rt,lll~}lll,.r _\*lI,ln> ,Ir:. Ilht,ly III IN* .III;IIIvI. I,.-* ,Irl:;llllz,..i 1,1-LVII+ r.lrrllvl ,Mll with
1,.mrr rr-,,111[(.- ~%~it.rl,lll} WII,SII rtlti,.ulrrllq! 1111,lll>dt~r, WI” IIII!-I ,I[=t} klqt III IIIIIII! mlIlld
(j~nllll.r Illrvnt:,

● Tl}l.lllr,.,lt .I~IIIIllII.~IIiIIIIII!., r~.llll l,ll[rl llllll,ll,li.l l~llv l=.llll-l:lllll,ll .l.111-llIIIsiIl {1,.rl~,...
Irlllll :111II II IIt II IIIIIl l)rl:l,l~ill. 111.11111:wlllli IIIl IIIIISIIII. Illriwllllll. 111.111iiII II rlnlr-1. III II 1:11,S
11;111::111.IWhlrll lllll\ ll,l\l. .11..11.1119.11.1111.111[II 11.\’l’111:1,1

● “l.llt. lllt-i..il .Illl,. -lrllt.l ii,, .li”llvlll,..l}l Illli.llt.lli.ti.r... Ijltnll:h llr,,l\~,l[ltltl,ll,.l\ .III:III. .-I II!
1111’111.. 1“.111.111111111’11111111l:l\l.11 !111.111111.1111:11fill [1.1111111:1..I.llll. 111.111.vi.l. .li”l.lilllll.l .,.,1 .1.
Ill. Ill ,111,1111111Ill .1 ! .111.{. Ill 1{11.,11 .I.111.J ,IIIS\\lllllIl: 1,11.1111,11:,.11, ,rlllllll.ll .1,.ll\,lll. 111,11
I :111.Ill 1111.l.\lll,llll. ~,111i. 1:11.:11Il,lrlll III ,dl II. I-. lllt \ ll. llmlll\ 1.11]:.11!. 111111..lllllll\i. :ll.l
.11111,1.. ..111[1111:1. 111[!11,1111111111:

. ..11,. . I Il. ~l..,:b ill\ Ili 1.111..1.. ,.,.., ! ,,., . .. m.Ill I .,,.. ,1,,..1 ,1,., . ...u.,inn,!.., ,,,. , ,1,. \\m. I . II ..
1111..

I
II -,, . .-1111.,111.1..* 111.111. l-. 1111111,,1,. lllm.lm\,1,..1,

I



● ‘1’hc t.hr(’i~t (It]riving from negligence is argunbly th(: greatest thr(’i~t.. This thrw-ti, results
t“rom CilrPl(~SS1l(~SSor ll)i St:lk PS by op(!r:lt.ors, prugrnmm(~rs, nll(l sy~tt’111 rldmillisl rilt ors.

Thu following sd.ions (Iescril)c t.h(qvilri~us thrrwt compommts it) more dd,nil.

31 Foreign Spying

Thr I)rim:lry thr(ii~t. from for(’ign sl)ying duriilg thr Cold Wilr Wils thnt of t.h(: Riistt!rl~ l)Ioc,
:Iilu(d ilt. ol)tnil~illg mi] it nr.y i~l)(l t.mhnicnl in fornl:~tiol]” for thu i~rn~s’ ri~~(, llgi~il]st t,h~ W(~st.
‘1’h(I (!isil]t.(qgriitiol~ of t.hu Soviet [Jnion ill~d the Iiust.ern lIIoc, th(~ (i(’clill(~ in the S(~vi~’t. twoll-
ollly, UII(l t.hc sulwlqucnt. rl~orglltlizl~ti~)lls in thp purt,s of th(~ Ktill thilt thv r(qln:~inillg rt!-
puhlics h~lve inheritrd, h:lvc ;III grc~~t Iy diminished this lhr(li~t.. Stjcurity exp(!rtls now (l(!-
scril)o t,h(~ K(; ll us (i(~n~or:lli~()(i, hn(lly full(iu(l, nnd n)urh sn~i~ller thti]~ ill the recent })ilSt: in
SUI1l, ns “iIll illsig[]ific:li)t, t,hr(,ot.’” (Vroomnn 1!’)92). Thcr(l is no indicrttinll thnt there will he
il~),v r(lv(lrsnl ill Ibis tr(’n(l.

\V\I (:ont(’11(1, how(~v(’r, thilt coll]l)llt(’riz(~(l inforlll:lt.ion” r(!milills Vulll(’rill)l(’ to for(’ign spyil]~
for )+(*v(lriil r{l:isolls. First, I.ho tht(*nt, of militnry ospi(mll~(l still (Ixist,, though col)sld(~rtll)l.y
r(:(luc(d. (!ou[)t.ri{~s in the form(,r Sovi(*t [Inion will still cov(!t Anl(lricllll Il]ilitilr,y t(whl]ology.”
Th(’r(’ I.+ illso il history (d’ sl)yill~ I)y ot.h(~r coul~tri(’s such i)s (!hil]~i, I,il)y:l, lr;ll~, ;IIill lr:l(l
(A II(*I] I!) N+: :]:17.:1451. i ll;-;lll(l-cl)lllill~ Ilucl(h;lr ~)()~llrs, SLICI1 :1s Ill(ii;l, Ilrilzil, illl(l North
Kor(lii, ill](l WI)(II(I-1111 1)111’1(’i)rI)ow(’rs sll~h ils Irii(l, h:Iv(* slroll~ 11101iv:lt ions to iit.t.t~llll)t. to

ii~(l(lir(’ l)ll~l{)iir i~ll(l n)ilitury t(whllologii’s. ISril(!l illld ot,h{’r frit’ldl.y c(~ulltrit~s will still st’(’
th(’ nc(luisiti(ill of clilssili{q(l illt l~llil!(lllc(’ ils ~it ill to t.h(~ir int~lr[lst,s.
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‘:onl[)uttqro ~)er:ltori~tth(! Niltion:]l Ftirmm l!nioll Smvice Corporation” in Ihnver r(:])(!iltdl~
used his c}lrkcys to short-circuit his computer’ sdisk drive. After at Ienst fifty-six sLlch shut-
downs os~,r :1 t wo-ymr period, during which time his ernploycr spent $500,000 trying to find
[hu recurring I.rouble, C1OWXIcircuit t.el~visioli surveillance tinrIlly cuught him. He explained
that his “()’,empowering urge to shut down the computers” resulted from his loneliness and
wish to “go hon](~ cnrly” (Pnrker lWW: 53-54),

3.5 Negligence

(!nrclessntw m n~istnk(?s mi~(le by hon(~st und mentally sound employees ci~l] initdvcrtently
undermine the security of n computxr system End destroy or compromise computt?riztid in-
Forn)iltion.” Such errors “rmnnin ... the leading risk to computer security today’” (Adam 1992).
This thr(~iit cill~ result in the disclosure Of dil~sifieti informnti(m, corruption of diIti~, int.errul)-
Liol] ot s(’rvic(’, loss of prO~rillllS or diltil, or (Iestructioil of (?quipmenl nlld filCiliti(’s.

Nt:gliglwcc springs from lllillly sourct~s. Mi~Ily system personnel ilre i]liulequittely tri~il~e(.i.
Nt*w in-house softw;lre is otl.1’1~not ndequntcly documented nnd tested. (Jse of SUCII soil-
Wiire by Individuals ot,her t,hnn the nuthor cnl~ result in inadvertent, security prol)lcms.

System [ldll]i[~isi,rlll,ors frequ(mt.ly give users more privileges than they Ilecd, or (win set, I1O
limiting (l(!filUIL privil(yg’ on new ncmunts, ‘.Scyst(:n] administrators usui~lly hnv(? too ]ll[lll.Y
other thiugs to (10 thnn const[intly check for pottu~tinl security flilw~, ~ilrt!lesSllt’SS nmy re-
sult, in n]isti~kt+s while performing routino work. For eX[llllpl{!, il prOgrilnlnwr mil.y (iel(?t@
importnnt (Intn files or sotlwilr(~, i~n op(~riltor” muy nccidentnlly shut down a s.ystmn, or users
nl:ly fiiil to follow s(m[rity ~)roc(dures while hn]l(lling cli:ssifi(~(l rndiil.

4. The kset: Computerized information

( !(lmput.(?riz(d il)[”orl]~~lt.ioll,” wll(’t,hl!r si.rilt(!giC or cc(monlic, is t,h(q ilss(’t of cot~c(!rl) to US. Ill
tho domuill of st,rnt,(’gic information, Americnn Iis:xls urc thr(wfold. Mull-y ii)r(~igll coulltri(qs,
both fri(~ll(lly or ill)tilgol)i~t,iC, covot in fornliltion r(’gnr(~ing /):i/it(~r,v t(y’h~i(do~r.v, ‘1’h(~y ll]il~;
(’hoos(* (!sl)io[)ng(’ ils the Il)ost. cost-(d~~wtivo wily to ncquir(’ it. [;onl~)utill~ s.yst.(~ms most
Iikt)ly to 1)(?t,nr~hxl nr(l thos(’ nt rvs(wrch UII(I pro(luctiol~ w(lill)ol~s Iul)or[lt,ori(’s. ‘l’homycolI-
tilill Villllill)ll’ il)forllliltioll” r~’~ilrdil~g llUCl(’ilr 1111(1 lloll-llUCl{’ill” Illiltt)riill S :11)11 W(~ill)ollS.
An](’ri~ilil infdli~~(’mw’ is i\lS() of grunt vitlu(~ tooth(v count,ri(ts lLU({ is th(’r(’for(’ Iik(*l.y to I)(! tilr-
g(’t.(d. Kvtin :llli(*s such [IS Isrwl r(yglr(l [1. S..g[lth(qr(xl illt,(~lli~(’llct} (I:lt,il ~~sso Vitill to th(lir
Ililtil}ll ill il)t(’r(’st tl);lt. It justilirs l’!+l)i(lllil~ (’. Filulll.v, Alt](~rlcull mi/il([r, v S.Y.SIIIIII.Sfor :lctiv(’
\v:lr~ilr(*. il;rlll(lillj! 1):11.tl(’ Ill:lllllgt’ 111(’llt, systt!nls 1111(1(x)l)t. rol S,yst.(’n)s for col]l})lit[’ri7.(*(1
W{I: II) OIISsuch :~s t.h(l I):itriot , il; . vulll(’r[ll)l(’ :1S W(’11. (![)nll)rolllis[t of t,h(ts(i ilS!’i(*tS (’(1.11(!
s(’v(trttly il)llll(!tl(’(, I):lt t !(1 ollt C(llll(ls ill :1 rolll~)llt .(lrilssist.la(l or Ill; lllill:(’(1 w:ir sllch :1s l)(*s(Irt
St.(~rlll,

‘1’1111tl)si(l~,r C;III lv~lill)tllll)is(t r[)llll)~l~(’ri/.(*(l illlilrtll:llil)ll ill l“(~llrI:t’llltr;ll whys:

● l)iwlfmur~.. ‘1’111.lllsi[l~’r (’:111slli~w or I:iv{’ ltll’l;rllllltl(~tl to llt)lllllllori7~i(l Illtlivi(lllllls {)r
orl:;llllz:llloll:;.”



● Int.t*grity Violntion. Tht’ insider cml d~~l(%c or modify (Ii]t.n. Modifit,d d:ttn ll]ight hP
~ol]lp](it.{!l~ ~l]u~i~!)!(’, Or ~iill h(~ timed to self-destruct i~t ill) inupportul~e nloment. Mu re
sul)tle n~odifi~ilti(-)11 CMII produce a chain of mrors in aily work l.)i~S~d VI) it, und :~ loss of
confl(ienc{! ill :1]1dilt.:1 on o systenl. ~iolntion of integrity cnr, be nn end in ltse]fi a] Lerna-
Livl’ly, it cnll ht? the n)(’:~]ls k,y which a computer criminal pursues mnterinl gnill. For ex-
ilIll~li~, un illsidl?r can nlnnipulatc a nuclear niatcri:ils control datn base so thi~t il~vento-
ries do not deLPct missin~ stack. The missing n~i~.cri~ls may then he removed and Sold,
with n~) (me. the wiser.

“ Denial of Service. The insider ci~ll mnke iniormntion una\~;iilnl)le to system users. At
the l(mst, (It!lliill of service is annoying ml(i exptmsive. At worst, the result can ho disrts-
trous, For (’xnmpl(’, ii missile guidance system, n major fi]~~]lcii~l system, or teloconln~u-
l]i~i~t ions 11(’twl)rk n)i~~ filil at ~ strntcgic moment. ])ellial of s.:rvice is (I:lsi(!r L() ilccon)-
plish t.h:ll) ~t.(+illil~g illfor]llilt.ion” l)pcilust~ OIIC cill~ simply ov(~rloil(l” i~ s~st(!n~, (l(~stroy cru-
~ii~l (li~~il, or Sill) ot[i~t~ th(’ ~~st(~nl. For this rtmson wtl may S(IC ~l]t.ilgol)ists such as el(+c-
Lronic L(?rrorist,s, sn)illl countritw, or independent illsidt’rs choosing this ~orm ()( i~tLi~ck.
OIIV sourc(l {~stinli~ti~s lhnt 77 porwnt of pr(qv(mt.nblc IOSS(*Sinvolv(! dcllinl or int.t:rrupti(m
of (’*S(!ll Li:ll scrvic(’s ((!ilrroll 1977: 10).

5. ‘l’he Solution

Ill this s(wl,io]l W(’ (I(,scril)(i ltlrfvl ~.olll~)l{!ll)(ll)l:lry ill)~)r{):lChoS to (I(fou(iil]g ilgilillst 1,11(?illsi(ier
thrwlt. I’h(*.y (~lll~)hil~i~.(’ })r(w(’llti\’(* nl~~i]s(lr(qs rilt.h[’r thill~ rt~il(it.iv(’ i)l](~s. Th(~ first is th(’ d(~f-
illitioll ;111(1(’llforc(llll(~l]l. 01”s~):,citi(’ ii)rlll:ll s(,curil,y ~)(llici(,s f’or lll~lllil~(~lll{!llt, :111(!for 1111(ylll-
~)loy(v~s. ‘1’h(’ s(IcOI1(! is Lh(! il)st.it.uti~)n of iiut,()[ll:it.il: sn~ogunrds t.() I)(lt.t.(w (Inl’orc(: t,h(!st} l)(lli-
cios. T1)(I thir(l is th(l il(lt(tlll:lt.(h(l d(*t,(wti(m of s(wurit,my violiltiolls” illl(l ill~oll):llous” l)t!h[lvior
through t.!;(’ llllill.VSi S of Ilullit (Iiltll, our ~oill h(~r(l is to giv(’ :1 surv(~qy of t,hcs(q l]l)l)roil~h(~s
riit,hihr thrill illl (’xhilllst.ivt! ili]ill~sis of :111l)ossil)lo r(hm(di(~s [or 1111p(wsll)l(~ vllll](~r;ll)ilit,i(hs.

5.1 Formality of Operations

III (w)I]tr;lst h) tlII~ (SI)II)l)IIIIIIl! {.llvirollllll,l)t skl,i(-ll~vl :Il)()\J(,, :111(,Ilvirolllll(.llt !:ovi~rll(vl IIV tt)r
lll:llil,~ 01”(Ill(,r:lllolls llllil~ls I):lrri(hrs ;It :Il)l)rl)l)ri:ll(, ~){)illts :Ij:;lill!;l III(I W(IIIi(l II(, :IIIl:lj!IIIIIsl,
M:ll);ll:l’tllttllt IS rollllllllt(’(1 to s(’(’llrity, :111(1r{t(lllir{ts IIllll)lIIyI,{Is t,) li)llow :1 ,sl)t ot”WI*II (I(,l”illtvl
.:l,(llril,v rlll(ls, hllll,l{)y(,t~s ;IriI s(.rtu~,,(., I l)t’foti” Illrllll: 1111[1:11 r~l)!lll:lr itlt{,rvills [I,lrlll}: lll~*lr
4’ltll)l(lyIIIt*Ill, I’l),v::lr:ll :~i,(IIrlly Liv’i)s lltl:llltllorly,{*(l l)i,rsollllt,l [)111(,I’ s{,llsil iv(, :Ir(’;ls, :111(1
l)rt)[~v.ts Illll)l)rt:llll I)rilltl,(l ;111(1i,lIv,lri)III(. IIIIvI):I froth 1:11111)1.rllll:or rt.lll(iv:ll. l):l:.:; \vor(l+, Iil(,
ln,rlllissl(~ll:i, :111(1(’ll(”ryl)ll{)ll l)rovi(l~, !.llllil;lr st’cIIrIl,v 011 1111(I, S(lt’t\v,lr(, :l(~v(,lol}llll,llt :111(I
Ill;llllll’11:111(’l’ Is Illl(l(lrt:ll\(*tl 111:1 (’:lr{,l”lll :11111~,~ltllr~llli,(l 111:11111(.rIISIIIl: IISI:II)]ISII{WI l)r II 1(,II III*::
{It’ w)i’t w:ln. (IIII!IIIILI,I’1111: :Itl(l cotlfll:llr:lt 1o11{’l)tlt n)l. Ilill”llw:ll”l’ l:{ 1,(~1}~Ill :1 ,;:lli. })1:1(’{1;1111.1Ill



sp~cted regularly for sign> d’ tnmpering. Viol:ltions of scrurity policy :lre promptly idcntili(xi
nnd penoliz(wi.

The t’oilowing p:Ik ilgr:lph~ discuss Viirious i~s])~~tS of formality of operations. These :lspects,
we believe, nlust be parl of any security-conscious orgmiztition. The render should rccog]]im
that most of thu policirs discussed LWIOW i~re not. novel. The important issu(~ is the d~vel -
opment of INeaIIS by which they ci~n be more rigorously implemented ilnd enforced.

Management. Management must develop, test, document, and fully support a detailed
md explicit security policy. This policy should set, forth general goals, specific ~prwwdures to
be followed, a regulilr systum of inspections, and steps to be tilken wh(m a security violntion
occurs. It is nml~:lgemcnt’s responsibility to create an environment in which employees ac-
tively support security efforts. IL is also important tor management to create an ndnlinistra-
tivc structure in which employees report suspicious behnvior to ml impilrti}ll authorily out-
side their direct line management chain. This minimizes negaLive repercussions ill cnsc the
reported employee is in the reporter’s work group or li]le n~nnagen)ent, or in case the re-
port,ed behavior turns out. to be benign. Finnlly, management must respond promptly i~n(.i
positively to reports of securiLy short-falls ilnd inilppropriate employee behavior, rather than
igmoring or, rveu worse, punishing whist.lc-blowers.

The ‘black I, i~ult’ i~t TRW, Christopher Boyce’s workplace+, is a pnrndigro of poor mm~agc-
rnent prnctices. Boyce removed or photographed classified information from t,he vault und
pnssed it to a collitborator who then sold lt to the Soviets. Included in a Iitnny of unprofes-
sioni~l behavior nlleged b-~ Boyce were pnrties that involved “drug use, drinking, and horse-
play. ” A TRW executive denied drug use but i~ckllowledg(+d n “limit,ed usc of alcohol on tht!
prenlises. ” W)yc(?’s inlnmdintt~ supervisor “pi~sted iI chimpanzee’s face on his security I):ldge
:Ind hild n few laughs witl I his sulmrdinnhx when he hud no trouble getting in nn(i out of
t.h(~ . .. s})(l~ii]l I)ro.l(wt l)uildil~g” (Allt~Il lW+FI: 325-6).

Trnining. KINpl~)ytI~!smust l(~ilrl~ L5(! rl(!mwIt.s of good s(~curit,y i~lld t.h(? specifics of th(~ir fi]-
cility’s stwurity policy such t,r:lining will reduce, though not, elirninnt,e, eIIlplo-Yer Inistilk(’s
thilt (IXpOS(~ th(~ computing sys L(’111to nbus(~. While it may sc(?nl impr:~ctici~l to t(!il~h ull
users ill)()~t (!s.CI) lh(~ ful](l;ll~l(>l~t,ills of computer security, the time spent on Such illl cn-
(I(!nvor will not. comp;lrc with t.hr tinl[’ wnsted trucking down mistnkes thi~t occur rcptmt-
(IdlmV,or th(’ 10SSthilt Cilll occur with u nlnjor security I)remh. Truining is I)ilrticul[]rly useful
in s!:lnll)l[lg OUt 1)(’hnvior,; th:lt nr(q I)oth simple i~l]d (l;l!~g(lrous, suCh :Is writing down pt~ss-
worals, lwlvil~g ii lo~g(d-m~ t(’rlnin:ll un:ttten(l(xl, or ‘sllt?il}.(~r-[l(+lti[l~’ il (Iisk(’tt.u (i, (~., wn]king
it) lWLW{WII nmchil)(’s ruth(~r thnn followin~ formill file trnllsfer prnccdurcs. E:Ich (?ml)lo.y(!(~
must, fully Illl(l(hrstiilld his rltsl)(nlsibili[ i(’s, both in p(’rfornlin~ spucific wwurit.y tl~sks ((!. g.,
(lnil,y sIlfI’ si~ll-outs), :11)(1ill 1)(’ill~ :II(IF4 to, :III(I r(’por!i~lg, suspicious Iwh:lvior I),y oth(~r {.III-
~)l(~v(uIs. ‘l’h(*v ;IISO IIIUSI 1)11t,r:lill(’(1 I(I r(’co~lliz(i suspicious ov(irt.ur(,s frolll out,sid(’rs l)ollt. 011
r(.crultlll~’111.

l’r(~l)(tr I r:lillill~ llli~ht llil\’[1 hIIll)(*(l stol) [1.S. N;I\~.y r:l(lionl:lll ,J(hrry Whit, Wi)rt h, who l,; IssIxl
cryl)[olot!lr” Ill:lt(’ri:lls to JI)h II fV:llk{lr Ii)r s:II(* to LII(~ ,S{)vi(’ts, Whitworth spi(’(1 f-or llIOIl(Iy :111(1
sl)(~IIl it (’llllsllil.ll(~(lslj’. Ilis y(~:lrly s;l!:lr.y w:ls $2;{, ()[)[), hut. il) :1 lw(I-,y(.:Ir Il(*rio(l II(’ s~l(’]lt
$ I :lo,()[~(). I)uril]g (),1(’ 1,’1) (lily l(tilV(* 11(} )+Ih,llt $ I 7,()[)(). 11(,~ilv(, I;lr\:(! l):lrti(,s :11,[,x!),* !lsiv(,
hot.(’ls, hn(l $5[)() I)ox sI*:Its :It tllr ol)(lr:i, :11)(1Iiwxl ill 1111[,.x~)(}llsiv(! r(}ll(loll)illi(llll. 1111r(’l)t, (’(1
il ch:lllff(ulr(h(l I{ IIIIs 1{(1.vc[*f’r(vlu(il)t Iv, 1)1111(IV(’11 h:I(l it 111(1111his :l]il) wh~,l~ h{, r{’i,llrllwl ~rolll

,.
S(I:I [I III,V (A II (III I!),SH: !)S 101). Whit, worth s i(Il]ow work(lr,< w(hr[’ Sllsl)iciolls of”Ilis ;I[ll114111cII,
WIIIA W:IS i[)collslsl(~lll. wit.11 his r;lllk illl(l sill: )r,v, I)ut [Ii[l 1101 r:lls(, th(, issll(i with his sIIl)I~
rll)rs. I’r(ll)l’r Ir:lillilll! w(IIII(I I,IVI’ 111:111(*II 111011,Iik(,ly, II IOII~!lI 111)1.I1:Iv(, l~~l:lri~Ilto(l(l, III:)t
soIll(* I“($III)w wl)rk(~r w(llll(l ll:lv II r(’l)tlrllql Wllitw(lr[ll’s IN’!I::I ior,

!+”rw~~iufi. All III II II II)yI I’:+ :+111111111INI (.;lr(~t’lllly S(,IXLI,IIIY1 I)(!for(, IIirilll!, ;IIIII :IfI{,r I)irilll[ :11
r(q:lll,lr llllt’rv:l15. I’rt, Illrillj! s(.r{’l~llllll! C:III 111(.11111(1I(ISIS Ii)r SIII)SI:III(’1. :IIIIIS(L ;III(I (l)(,rkll)l: 1)1”
r(,slltll{,s Ii)r iIlll:lll\ll I)r itl(n)rrlvrt ( I:lillls, I’I)SI I)irilll! rt’srr(,(lll~Ill!s (.:111iIl(,lll(l(, 1(,s1s I’or SIII)
sI:III(x’ :11111.w’:111(1:1 SI’:ll’ (’11Iilr {Ivi(lt,tlr(’ 1)1’sllsl)iri(~lts 1(’v(,ls of :1111114’IIr(’. .S(’rtw’[lill/! :11111rl,



E~Trctivt’ scrr,wmg could hnvc prtwtwlt’d mnny klibwn lnsldrr s?curiL.V (iisnsters l%llilrd ;
rt%umi illil:~t~d his wwk PXptJWIICF.md w!ucau(m. nnd ht~showd swt s of suspicious levt~ls
of Mluvnw wh(m he bi.gnn spying tAllun 1WU3 Xl, 287-2 FI!)J. Walktrs ml;) hnckground
check was in 1965. }rars Iwlure he stnrted wurk as :1 ~py (Enrly 19S8: 51). Christoph(-r
Boyce got his jch at TRW thrtnks LO thr “.Il(--bny network connection Mween his fnthor, ii
fornwr Fill ngcnt. nnd nnnt%r ‘-wmrr FBI Wt!nl whn m.lnntyd wcurity at TRW
Ilncligr(mmd inwst.tgntors colllactwt nnd i]ltcrviuwed m~ly ~1imds of 130yces p:lrclll% not
llrtyces own circle of fri~mls, who Bo* CQ himself tle~crihrd as . . .dirillusiuncd Ionxh:iirs,
counter-culturr fnlconrrs. i.lrugglc surfc”rs, w(,ul]dd pnranoid v(lts. pot-~n~ok ing. :mLI-wLAih-
Iishment t.vpr~. Lwardmi malcrmt[mts g(wernl]y. i, :iny of whu ..~vrl’ in :ruul)lr ~All(In lWH:
:WI-:W5J.

SOf~wnri~ inlc’grily. Vll,ll -Jdlw.lli. IllIl. i 111”I}rnl,.rlt.{l Ir[jltl 111,.IIIIsI. wli,~ 11,.vi.ltlll. 111,1111
1,1111,,11111II:-,” II l~rr,,t.-, 1{.llllnlr Ir} I“I\II--- \\i.,lh Ilq:lr 1111.(.11:1:11-.lll .. :11111llt.1111~.r,ll,. Itmil) il.IIIt -.
“I”r,ll.,11 ll,lr~i.=., .III~l ilrll=l.. lil:lki. :: ..\ -1~.1111111111.r:lllli’ t,) ~illllllrilllll .1, 111..1111.- I .111111.111111
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key sofLware &Iith the on-line ~ecurity measures mentioned nbove, formal configuration con-
trol procedure~ cnn be used to ensure software integrity during the entire life span of a cede.
These include documentation and review of new software, testing, u~er t rn IIIing, and peri-
odic validation of comect functioning.

Many problems could have been avoided with the implementation of software integrity men-
suresm In one case, “several automotive engineers in Detroit discovered a trnp door in n
commercial time-shnring service in Florida that allowed them w search for privileged pasw
words on a trial-and-error basis.” After discovering the password (J the ~imc-~hnring com-
pnny’s president, they used it “to obtain copies of trade-secret computer progrnms thnt they
proceeded to use free of charge” (Parker 1983: 83).

Hardware eecurity and Integrity. To prevent a hnnds-on attnck on the system, key
hnrdwnre cnn he kept in on area with restricted nccaw. Bridge rendcr~ cm limit ncccm
while providing n rticord of access. Reguhlr and rnndom inventories nnd inspections cnn bc
used LOverify thnt mnchines hnve not been wmpered with.

Enforcement. A tinnl key nspcct of f’ormnlit.y of operntirms is the cnforcmmmt of sccurit,y
policy. In tho Inng term, the ensipst mrnns of (mfnrcing security procedur(qs is by nut.om:lting
thmn, as discussed below. [Tnt,il such safcguurds nrc in l)lnm, lin(~ nmnngtqm(mt nnd s(lcu-
rity personnel must nmnii.{)r ~mploy(w Iwh;lvior !() verify thnt wcurity policy is fnllow(xl. This
i:~volves g(mernl ni(v-tnms tn innpproprii~tu behavior nnd pw-iodic, rnn(lmn inspvctinns. once
id~mt,ificd, violations nlust be pennli zod, with pwmlbi(~s rmlgillg from censure nnd r(~trnining
tn firing or crimi rml prnsccution. Pul)l icizing violations nnd the’ir punishment may mako for
Imd pul)licity. hut cnn d~t(hrother illsid(’rs fr(,m taking ~in]ilnr nctinns il} th(’ futurt~.

5.2 Automatic Safeguards

:1



Sneaker net is faster than controlled file transfer, Users often focus on these short-term
gains rather than long-term productivity and security,

Below we provide several examples of automatic safeguards. Many of these capabilities are
already available, while others ere under development,

●

●

9

●

●

*

●

●

Prompting n system mnnager to replace vendor-provided default system passwords,

Encrypting all files above FIcertain security level.

Requiring Lwo-person rules for access to key software, whether stored in physical media
(e.g., tapes in safes) or on-line.

Requiring users h use rnndom, computer-generated pnsswords, or p~sswrrrds with a life
spnn ns short ns n single logon.

Verifying softwnre integrity to ensure against illegnl modifications. Some encryption al-
gorithms can be used for this purpose. (Russell 1991: 171).

‘Policing’ nlachines on n nct,work nt. regular intmrvnls to check for security vuln(qrid)i!it. iwi,
such IIS Crilckilhle passwnrds or key files unprott~ct.ml by c:)lll~):~rtnle]] t,:~liznti O1~ [IIld
pnsswords (Fnrm(!r 1990, LLNL 19S9).

KeqJin~ widely usrxl softwnrc in n ccntml, rend-only Iibrnry from which users ch(qckit
out. ns n(wdcd, with cnpi(:s t,imcd to self-dest,ruct after n cerl,ain intx-wvnl,

T(qrmillnt,in~ systrm privileges lf n user fnils Ln kuq) up with training r~l(luir{!l~~(~l~t,s.



A key issue to be resolved is how n monitor. .g system should (or can) respond to suspicious
behnvior, Most current systems produce repnrts periodically or on demand. Idcnlly, such
reports display (in graphs and numbers) the pntterns of system usnge during a specif]od in-
terval. They also should provide listings of suspicious users, specific rules virrlated, nlld
nnoma]ies detected. The next gencrntion cf monitoring systems will include near ret?l-time
not.iflcation of serious violations or anomalies so thnt perpetrators cnn t)e caught, in Lhe net.
In addition, these future systems mny trigger real-time cnuntcrmensures, Such responses
could he punitive, such I-IStracking down and disabling or removing Lh[! perp(!trator’s con~-
puter aCCOUnt,3 Another possibility is thu ildditiol) of a ‘trmwr’ L() files thi~t could be used to
track down u perpctrntor. ~ounlermensures nlso could ho defensive, l.nwrcncc Bcrkolcy
Lnlwrotory’s CliiTorri gt~;ll stopped an int.ruder from r~moving (intn files by shorting i~ lint!
connection with his key chain, thus inducing int,crmitlcnl. ~]cctronic int(~rfcrencc (Stoll 1989:
154, 225). This discrrurngcd the intruder without alerting him to th(q fact, he had I)ocn dc-
Lectcd. Similarly, son]{! kind of interference could Im US(KIL() frustrnto all offsito, or slow
down nn onsitc insider. This would give security p(mwmn(ll time to respond, More (Irnst i-
c:llly, th(! monitmillg system could shut down il computer ent.iroly or dvny nccess through a
pnrticuli]r port. l~ovoloping such rwiponscs is n kcy arvn for future r~s(!ilrch,

Thv g~ll[lri~l formnlity fj~ op(~ri~t.iollsissu(~ of soll,wnro” i~lt,(.grit,y is cspocinlly inll)ort.nl]t. for
softwnr(, US(llI for illltolll:lti C (Iilt;l coll(,ct,ion” ;Il)(j illlilly SIS. If t,h~l(1(’sigl)(’r or Inilil)ti]il)(”r (d’
~(lrh s(dlw:lrr ‘turl)s’ illIiliI]s[ il fncility, ho is in il r(!miirknl)l(! l)ositiol]” of I)ow(!r to cov(’r ul)
ill~,y i](lvt*rsilri/li uct,ions t.h:lt. h(q t,l~k(,s, Ilc Iu;ly (IoI(*L(* (Int.n t.h:lt r(’v(’ill his l~ct.iolls, or I)lock
r( p(lrtil~g of ill)y suspicious nctivii..y for hinls(hlf. T() prct(,ct [Igi]il]st such il~t,iol~s, s(tcurit,y
so(twur(! should 1)(, k(~~)t, ul](l(~r ri~orous” c(mtl~urnt,i(m c(ult, rol so t,hnt, it ~iilillot, IJ(!cl\lnd(Is
Lill{ll.y nlt.(lr(vi, Wh(*l](lv(’r p[)ssil)l(l, (Iilt.il illl(l rcsult,s fronl (Iifl(lrt’nt l(*v(~ls of t.h{* ill)i~l,vsi~
sI1OU1(I 1)(, lv)n~~):lr~vl !,() Illilk(l sur(, I,hilt nothing hll~ l)(v,i~ t :llll~)(lr(l(l with. For oxiltl]])l[*, (Ill
our NAI)II{ s-y titn~, whirh coml)inos (l~~t.i~froli] s~tvl~rnl s(, rvic(~ II()(I(IS 011 ollr I)ot work, WI)
could ch(wk t.hn, us(’rs with h(wv-y fil(B syst~IIII IICI ivit..y 111soSI](IW c(~l]ll]~t~l]sur:lt(hl(~gol] :lct,iv-
it.y, S(l Ch ~oni~)ilri~()]~s WIIIII(I forc(l il wOUI(I-1)(1 i~llt:l~ol)ist. to :llt.(~r two sourw*s ()( (lilt~l rilt.h(:r
t.hiltl 011(1,

IVIIIII, ])rol(v’lllll! rolll~lllt~.rlz(vl Illti,rltlllll(lll Is :1 k!,y (’oll::l(l,lr:llloll” li)r :111Ilrl:;llll/;lllI)lls Ill:lt
ll,lv ljll :iil~l) ll)tt)rll]:ltl(~;l, !t II. ll~)t tt)~,lr ();)ly I:(I;II, I{llstrl(’lill]! (vI:+I l:< 11~.(x,..,.:lr,v I’t)r ;Ill IIrl:iIIII
/11111111!4 ( !Illw.ly l’1111111.(’t(vlIll (’():.t 1!4I’11’1(’11’llr,v, :;(Tllrll\ !I1l’; l<llr’(, !. Illllst 111)1111,(.tlllll. !.(I I) Ill
(1(111!.0111(. Ill:lt 111.I’$.llllll (,1 [,:111 11(} Illlll:!. r’ 1)(, Ilr’(l(llld IV(, I“IIIIIIIY, i,IIJIIIII\{It’!.’ l)rl\:l[’y 11111:.I III’

rl,,tln,{’ii,(l , !’IIr t.ll]tt.:11,I)r:l[’llit;ll, :111(1Ily:[ll 1“1,:1>1)11s, JvI’ \vlll ~li:.(’11:~,.111{*:.(1Iltrl.(’ [v~t):.lll[,r;l
tll)ll!. Ill 1111’11
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“II :1(11,, 1(11111,,1l,, ,,(.(.1, :,!, IIIIIIIIIIIJ: ,1 W;lll ,1111111111 ‘11,11.ill\), \.lrlll !,, 1,11!. Itll,.1. ;,l:l:ll.$l\l,

arbllll 11~1111,,, t,. 111,,, I :111 Ill, ,,llllll,l! 1,41 Ill 111,111111~: 111!1 ,111 1!11 :111 illt,lll(l~l

I :1



and brdwnre sccurit,y involve costs in mnt,erin]s (e.g., s,afesnmi ncccss control devices) find
in personnel LOmrtintrtin the systems, once installed. On-line security find sofiwnre integrity
measures, automatic snfeguaras, nnd systems for nut.omntic dnta collection nnd t-mt-tlysis,
nll require tI .~uhstnntial initinl investment in design t-tn(.i testing. They nlso require n con~-
mitmcnt of personnel for nmintnining the systems, once. illstnllcd.

llowever, security fnilures cftn be vnstly more expcusive. ‘1’hc cost of repniring n dumngrxi fi-
ni)ncinl or telccon~n~ullicnti(~l]snetwork, rebuilding mm~ths of work 01] system softwnr(!, or
hnving mm’s militnry equipment ft-til in tmttle, drnmnt.icnllmvoutweigh the cost of good smxl-
rity, In nddition, n very ~trong rtrgumt-mt cnn hc nmdc Lh:lt long tom, forwt~lit.v Of opcrn-
tions instituted for security reasons snvcs money in other wnys. For cxnmplu, ttw fniluro to
follow fornlill sofLware engineering procedures cm lend tO co~tly projects’ h(’inu ilt)illl(loll(d,
or rcwismi nt fltmt exponsc, This is cvidcmxxl in n Genernl Accounting offIcc survuy of ninr
fcd(ml soft.v;nr(~ proj(~ct,s (costing o totnl of $6.8 million), which foul~d thi]t, OI~lYtwo porc(mt
of t,ho softwi~r(~ cmt.rncted for wns usnhlr ns d(~liv(~r(xi. of th(~ rwnnining softwi~rt), most
w(qr(’not dl’liv(mxi (47’2 ), nnd il f~lll 1!1%wt-m ntNIndoIIPd or roworkwi (A(; M l!)ti!i),

Itfficicncy is cost in terms of productivit,l!. AS with cost, s(wurit.y (1(’mnn(ls :1high pric(q I)ut
mor(” thiln r(’turlls th(l inv(~stm(’llt.. l’riiilillig, rcscr(xming, nl)(l coopt~rnt.ing with s(wurity ill-
spoct,orssuld.rilcl.s hours from (*mpl(IytIt!+’ workdnys. l%mvlur(’s (1(’sigll(’(1to Iiulit. il(”C(’SS to

vulll(’rill)l(! :Ir(!iis iIII(l Iil(hs ni~iku it hllrd(’r t’or 1(’gitimllt(h IIIIII)IOY(IIIS to US(* thos(” i)r(*ils iIII(l
fil(~s. oll-lil)(” S,VSt(IIIIS thlit tvl~orc(” [ICC(~SSCOIII ;01, t(lst for sol’twi]r(” ill](l (Iilt.il il)[.(,~ritv, ;~l)(l
iIII~~lyz(! usur 1){’hiivior IIIIIy slow (lI)\vIl l)~il~hil~(’:111(Ihui)l:iil (Itli(’it’11(’y.
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2. We should support formi~lity of opernt.ions with nn nuhmmtmd, cent.illuous security tvsL-
ing progrnm. This progrnrn should test each compommt of n computing network. It
would help to t+nsure t,hnt prolmr system mnnngernent prnct.ices nro in plnce. In nd(ii-
tion, it would dct(:ct know]] vulncwnbilit.it?snnd prevent their inndvwttmt. rt!iIILro(iucLif)ll.

:]. We should support formnlity of operations with extensive aufmmtic (l(Itn (wllm”ti(m and
a II(1 I.vsis of ilUd it log infornmti(m. f$yst(gnls to nnnlyz(! tho in formnt. ion” should uso I)(lth
rxprrt ru/cs (to (Irt(?ct t~xplicit ntt-empts Lu violnte security rules nnd prncticcs) nmi
(ln(N)J(IlmVdrtrction tcchniqu(w (to (1(’toct,unusunl Iwhnvi(tr of n smystcm or us(~rs of n s-ys-
tom). A prinw II(W(I hvrc is the dcv(’lopm(?nt. of m(~t.ho(!s for s.vstomntic I,{wt, ing of t.h(~s(q
syst.(m~s using (Iutn from known misus(~ nt,tcml)t,s.

4. To prot.(wt, ngnillst nn nttnck l)y surr(lpt,itious cod{! iml)(ddc(l i]) [Ill ot.horwisc l(~git.in)ilt(~
cod(~, more work must. IN’ (ION (m d(w(’loping dfvctive wdlwuro int.(qgrity t.rchl~i(iu(’s. For
simple codrs mId dntn Ill(qs, sofl.wnrc int.(jgrity Cnll 1)(’ v(~ritl(’(1 by compnring curr(’nt v(v-
siolls of sourc(~ c(Nl(~ nn(l (Iilt,il f_Il(wiwith s(wurc nnd trust(’d vrrsimls. For nmr(~ complvx
codrs, W(I sugg(’st. ident.ifyin~ Vlohlt ions of sotlwnrtq int(writ.v 1).y wntcl~il~g f~)r (1~’vi:ltiol~S
froii) tho cod(”s norn)~]l pnt.t.vrll Of rxwut.i(m l)(~hilvior. This t.(whniquo UIS(I m[iy iillow
colnput{’r virus dt’t(’ct ion without knowing s~)ocific chnrucl strings or (X)(1(!Cl)lltilill(’(1 1).y
t.hc virus.

\VtI ill:ll)h AI(Ix hl:lrlls;lk (II” tll~’ (!I)PIIIIIIIIIII! :111(1(!ollltillllli(:lii(llls I)IVISI(III. :111(I .1(I AI)II
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